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1. Introduction

1.1. Study Classification

Digital transformation is increasingly being adopted in the maritime sector. Partial and
full automation of maritime processes has expanded significantly in recent years.
Alongside classic approaches to rule-based control, new technologies rely on artificial
intelligence (Al) to recognize situations affecting the navigation or operational safety of
seagoing vessels proactively and in good time, and to react appropriately. Using Al
might help ease the growing pressure on navigation officers resulting from increasingly
busy maritime traffic and a lack of personnel (Brooks & Greenberg, 2022; Minter,
2021), and improve operational safety (Daranda & Dzemyda, 2020; Yoshida et al.,
2021). Although interest in the benefits from adopting Al-driven systems in this sector
is growing, a number of challenges remain to be overcome, particularly when it comes
to adoption. This study will develop a guideline for verifiability, technology assessment
and certification of these systems.

Al-based systems can imitate decision-making processes and make rational or rule-
based decisions without explicit definitions for individual steps. They use a variety of
mechanisms to interpret large amounts of data in real time with no human
intervention, draw conclusions and operate independently (Norvig & Russell, 2021).

This study focuses on verifying Al-based systems that were also developed using
machine learning methods. Such models come with a number of challenges that play a
key role when designing verification and certification processes:

=  Generalization of the operational domain
» Data quality management in design and validation processes
= Novel and complex model architectures

For the adaptation of verification and certification processes, this means on the one
hand that systems are considered whose decisions are not readily comprehensible in
every instance. On the other hand, due to their unpredictably growing diversity and
multitude, the systems must be considered generically rather than individually in order
to keep the effort for verification and certification processes within a feasible and
sustainable framework.

1.2. Objectives and Requirements

The aim of this study is to develop a Verification Guideline for Al-based automated
decision-making systems for maritime applications, as well as a Safety Guideline for
manufacturers of Al-based maritime technologies. The Verification Guideline
demonstrates how the German Federal Maritime and Hydrographic Agency (BSH) can
verify for adequate safety and proper functioning. The Safety Guideline assists
manufacturers in taking into account relevant aspects relating to safety during the
development process, as well as help design an Al-based system that can be verified.
The Verification and Safety Guidelines are designed to complement each other.

The study is divided into four main areas, which were worked on during the project:

*= Review and evaluation of the current certification system (section 3) in terms
of its suitability for verifying different types of Al-based systems. Initial
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results identify inadequacies in the current verification and certification
system. This gives an idea of what is needed in the resulting work packages,
and points of reference to existing processes can be generated.

» Assessing what information autonomous systems need, via a targeted
market analysis of Al-based systems (section 4). The results will feed into
developing the Verification Guideline for industrial systems, so that systems
can move forward rapidly to the verification process.

» Developing a Verification Guideline (sections 5 and 6) which sets out the
various steps required when verifying an Al-based system. The Verification
Guideline sets out recommended procedures and defines the skills and
processes required for certification.

* Developing a Safety Guideline (section 7) which ensures Al-based systems
can be verified. The Safety Guideline also includes information that must be
considered when designing an Al-based system in order to ensure
operational safety.

1.3. Study Plan and Method

A period of 12 months was available to complete the study efficiently. The study itself
was split into two work packages (WP) sections. The WP sections were further split into
individual work packages. The time allocated to each WP is listed in the schedule Figure
1. The milestones (MS) are especially important since progress on the project is
measured against these and, also, presented separately.

2021 2022
Sep Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug

WP 1: Use cases in verification and
certification systems

WP 1.1: Applicability and potential solutions <>

WP 1.2: Suitibility of potential solutions

WP 1.3: Derivation of actions required <>

WP 2: Guidelines and recommended
actions required

WP 2.1: Development of safety guideline <>

WP 2.2: Development of verification guideline

WP 2.3:

Development of demand solution
options ?

Figure 1: Schedule showing work package (WP) allocation for working on the study. The diamonds in this
diagram represent milestones (MS).

In WP 1 (see “WP 1: use cases in verification and certification” in Figure 1), use cases
were devised which were used to assess the suitability of the current verification and
certification system and decide the need for any action. In WP 2 (see "WP 2:
Verification Guidelines and recommendations for action” in Figure 1), a verification and
Safety Guideline was devised as a recommendation for points of action. Each WP is
assigned two MS. The four MS in all are listed in Table 1 and marked with diamonds in
the schedule in Figure 1.

Fraunhofer-Center for Maritime VerifAl German Federal Maritime and Hydrographic Agency 10
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Table 1: Milestones of the projects.

# Milestone description Month

MS 1 Limits of the usefulness of the verification and certification system 4
for the use cases to have been determined and documented.

MS 2 The suitability of alternative verification and certification scenarios 6
in terms of ensuring operational safety to have been analyzed.

MS 3 A Safety Guideline to ensure operational safety using the findings 8
from WP 1 to have been created.

MS 4  Options in terms of solutions to the requirements and 12
recommendations for action based on the current state of science
and technology to be established.

Beyond this organizational framework, there were regular meetings between the BSH
and Fraunhofer CML. A fortnightly cycle was initially set for these meetings, which was
expanded to a 3-week cycle once MS 2 was achieved. The final presentation was held
on September 15, 2022, and the study was presented to the BSH the following month.

1.4. Study Structure

The study will examine the concept of “intelligent decision-making devices” with
specific reference to “semi-autonomous surface ships” in terms of verification and
certification capability. Assignments were worked on against the background of the
defined WP and PS as set out in Figure 2.

The study is structured as follows. Starting with section 2 there is an introduction to
essential terms and definitions. Section 3 begins with a review of the existing
certification system and an examination of procedures currently used to assess
conformity in the maritime sector. Building on the elements of the conformity
assessment procedures considered, the limitations of these procedures when it comes
to auditing Al-based systems are set out and explained in detail.

Fraunhofer-Center for Maritime VerifAl German Federal Maritime and Hydrographic Agency
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WP 1: Use cases in verification
and certification systems

WP 1.1: Applicability and potential Research of
solutions certification system
(sections 3.1 - 3.3)
1
WP 1.2: Suitibility of potential Determining limits in
solutions certification system
(section 3.4) .
T Marketranalysm
WP 1.3: Derivation of actions Requirements from EU section 4)
required Al ACT
(section 3.5)
WP 2: Guidelines and recommended
actions required
WP 2.1: Development of safety Categorization of Structure of
guideline requirements safety guideline
(Tables 3 — 4) (section 7)
!
WP 2.2: Development of verification Structure of
quideline verification guideline
(section 6)
i
WP 2.3: Development of demand ) n :
solution options Completion of safety and verification guideline
(section 5-8)

Figure 2: Plan of work for the study and sequence of tasks to be performed.

In section 4, in combination with the requirements identified and a market analysis
carried out as part of the study, relevant information requirements are identified and
categorized depending on the source of the data. For this, maritime technology
involving Al that is already available but cannot yet be audited is examined and
summarized in a market analysis. The results of this market analysis represent a key
part of the study since they form the basis for designing the verification and Safety
Guidelines.

Based on technical principles and the points of action identified, the verification and
Safety Guideline, as well as how to integrate them, are introduced in section 5. A
Verification Guideline intended for the BSH is then presented in section 6. The
Verification Guideline consists of a sequence of audit steps which the BSH can use to
verify Al-based systems taking a model-agnostic approach. In section 7, a safety
concept intended for manufacturers is proposed. This sets out how manufacturers can
prepare their system for verification so that it is auditable and has a good chance of
being certified.

Sections 5 to 7 set out examples of how to apply the individual steps in the
Verification and Safety Guidelines using an fictious Al-based product (see
introduction in section 4.3). These examples are in turquoise boxes like this.

The study ends at section 8 with a summary and recommended points of action
identified for the BSH.

Fraunhofer-Center for Maritime VerifAl German Federal Maritime and Hydrographic Agency
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2. Introduction to Terms and Definitions

The subject of artificial intelligence is finding its way into many different industries —
including the maritime sector. The terms artificial intelligence and autonomous
shipping as well as other related terms are often defined or understood differently. A
common understanding of terms and concepts is needed for basic comprehension, as
well as an explanation of how these are linked.

2.1. Artificial Intelligence as a Decision-making Device

With the development of the first computers and their ever-increasing computing
power, the subject of artificial intelligence not only drew the attention of science, but
increasingly many areas of industry too. This study considers artificial intelligence
systems as decision-making devices for making safety-critical decisions on board
surface ships with semi-autonomous capability.

Even the experts disagree on when a system can be termed Al (Norvig & Russell, 2021).
One idea for a definition of Al might, for instance, be to evaluate how rational and
correct, or how human-like the decisions made by a system are. This way of looking at
a system might be approached both internally, meaning with regard to a series of
internal conclusions, and externally, meaning in terms of external performance or
results.

In this subsection, the terms machine learning and deep learning are classed as subsets
of artificial intelligence, as depicted in simplified form in Figure 3.

Artificial Intelligence

Symbolic Artificial Intelligence ComputationalIntelligence

Machine Learning

No hidden Multiple
computational computational
(network) layers network) layers

Figure 3: Relationship between artificial intelligence (Al), machine learning (ML) and deep learning (DL).

Basically, Al approaches can refer to either of the following techniques: Symbolic
Artificial Intelligence (sAl) or Computational Intelligence (Cl) (Flasinski, 2016). An sAl
model is characterized by the fact that it can be defined using explicit terms. This
means that knowledge is represented symbolically and “thought” processes in the
model are defined as formal operations. Explicitly formulated decision trees or expert
systems can be cited as examples here. In a Cl model, however, information is generally
represented numerically. This means that “thought” processes are mainly carried out in
the form of numerical calculations and knowledge is not necessarily stored as explicit
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terms. One example is neural networks, where knowledge is stored in the form of a
network with numerically weighted nodes. A Cl model is one which was created using
an algorithm based on an existing data set. The process of generating such a model in
general is known as machine learning (ML) and the creation and subsequent
improvement of the model more specifically is known as training.

2.1.1. Machine Learning

Two essential elements in ML are the data set and the algorithmic approach. The data
set represents the “experience” which is used to train the Al model. Training then
ensues using algorithms. Data set, the algorithmic approach and the application being
pursued are interrelated and cannot be selected independently of one other.

The data sets and data used in ML can be very different. It can therefore be helpful to
characterize these. Modality of data sets can vary and include data types such as
image, text, audio, sequential or tabular data. Besides these and other possible data
types, the statistical distribution of the data also plays a key role. For an Al model to
function effectively in the real world, the statistical distribution of the data set used for
training must reflect the expected statistical distribution from the real-world
application. The statistical distribution of the data can be characterized using
descriptive statistical methods (Navlani et al., 2021).

Depending on the intended application and the available data set, different ML
paradigms are suitable. An ML paradigm can usually be classified as one of the
following three basic learning paradigms (Burkov, 2019):

= Supervised Learning: Training using a data set where the target output
values for corresponding input values are stored.

= Unsupervised Learning: Training using a data set with no predefined target
output values.

» Reinforcement Learning: Training which uses trial and error to learn from
decisions.

Once training a model is complete, then that model can be considered as frozen. When
this happens, the model’'s performance is deterministic and therefore reproducible.
Because the expected performance does not change over time.

Besides being classified into learning paradigms, ML paradigms can also be classed in
terms of the task to be solved. There is a fundamental relationship between the
learning paradigm selected and the types of tasks which can be solved. This is
explained below in Figure 4. There are essentially three types of task as follows (Burkov,
2019):

» (lassification: With classification, incoming data is assigned output values
that, if the output is valid, correspond to the expected target values'. A
target value is an element of a set from different classes. Classes represent
discrete values and can, for example, represent character strings, such as
texts, as a data type.

= Regression: As with classification, in regression target values are assigned to
the incoming data. It differs from classification in that these are target values
from a continuous space — real-valued functions, for examples.

' Discrete target values, especially those relating to classification problems, are usually referred to as “labels”
in technical literature. In this study, the more general term “target values” is used.
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= Clustering: The fundamental difference between clustering and classification
or regression is that there are no corresponding target values for the input
values. Clustering organizes similar data objects into groups based on a data
set. New input values can be grouped depending on the clustering criteria.

Artificial Neural Networks (ANN) are a special case of machine learning techniques. The
name stems from the fact that their structure is based on the neural networks in the
human brain (Flasinski, 2016). ANNs essentially have an input layer, one or more
hidden computation histories, and an output layer. Neurons between adjacent layers
can be connected to each other as in a network. ANNs cannot be clearly assigned to a
learning paradigm or task type. Depending on technigue and structure, an ANN can
serve different applications, such as object detection or time sequence prediction.

Some notable examples of ML techniques are listed in Figure 4, sorted hierarchically in
terms of underlying learning paradigms and task types. The diagram depicts just a
selection of possible learning paradigms, task types and techniques. For a wider
overview and more examples please see (Sarker, 2021).

One well-known classification technique is the decision tree (Burkov, 2019; Sarker,
2021). A variety of algorithms can be used to generate a decision tree. The model
ultimately comprises a root node and several decision nodes. These represent branches,
along which the route forward is evaluated using calculations, which then eventually
leads to one of many leaf nodes. The output values are determined and output at the
leaf nodes.

A support vector machine (SVM) is a machine learning approach suitable for both
classification and regression problems. This approach involves organizing data points
into groups using one or more separation hyperplanes (or in the linear, two-
dimensional case using separation lines). The separation hyperplane is chosen where
the distance to the data points is greatest. Classification is therefore made possible by
partitioning the data space using the separation hyperplanes. Variations of the SVM
approach allow the separation hyperplane to be used as a regression hyperplane
(Burkov, 2019; Sarker, 2021).

One common regression method is linear regression (Burkov, 2019; Sarker, 2021). This
involves drawing a straight line through the input values. The best-fit line can be
optimized using the least squares method, for instance. Using the best-fit line,
approximate output values can be read against input values.

A simple example of a clustering method is the k-means clustering method (Burkov,
2019; Sarker, 2021). With this method, a number of k clusters or data point groups,
are created. Each group has a geometric center. New data points are assigned to a
group using a measure of distance to calculate which geometric center of gravity from
which group it is closest to.

DBSCAN is a clustering method which can be used for shipping traffic data (Riveiro et
al., 2018). Unlike with k-means, with DBSCAN the number of clusters to be created is
not specified in advance. Instead, it defines how close data points need to be and how
many sufficiently close data points are required so they qualify as an independent
cluster (Burkov, 2019). This approach means that not all data points can or need
belong to a cluster.

In reinforcement learning (RL) methods, actions such as decisions are implemented in
sequence by an agent (Sarker, 2021). Each action brings with it a reward or
punishment, which forms the basis for adapting the extent to which the agent
perceives its environment. Ideally, the agent adapts to its environment over time, so
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that the best-possible decisions are made. Reinforcement learning distinguishes
between model-based and model-free approaches. With a model-based approach, the
agent attempts to build a model of its environment by comparing its decision and the
associated reward with its original prediction. It makes decisions taking its perception
(prediction) of the environment into account. Agents in a model-free approach make
decisions based purely on experience, without making any a priori predictions.

Machine Learning

N~
X U
Learning with // Learning \ \\Learmng throughr reward
target values/ without \‘“\\\\ or punishment
s target values T~
x -~ \i \\.
Supervised Unsupervised Reinforcement
Machine Learning Machine Learning (Machine) Learning

values

_ ouput values free / based

Discrete output / \ Continuous modell- \ modell-

= Decision Tree = Lineare Regression = k-means
= Support Vector = Support Vector = DBSCAN
Machine Machine

Figure 4: Examples of machine learning methods sorted by learning paradigm and task type.

Where multiple computing layers are used in a machine learning approach, this is
referred to as Deep Learning (DL) (Norvig & Russell, 2021). Deep Learning methods are
used, for example, in visual object recognition, where a convolutional neural network
(CNN) is usually used as a model. If the model being trained using DL is a neural
network, the model is also referred to as a deep neural network.

Both in the development phase when training a machine learning-based model and
during the application phase it may produce less reliable output. A well-known, but
solvable, problem is underfitting or overfitting (Burkov, 2019; Norvig & Russell, 2021).
When a model delivers too many errors in its training data, in the form of wildly
differing output values, this is called underfitting. Underfitting can result from data that
is uninformative for the model or from choosing a model that is too simplistic. Figure 5
illustrates this using the example of linear regression, which is approximated at data
points that roughly follow a quadratic function. With overfitting, on the other hand,
the model is too biased towards the training data and fails to produce a correct output
for input values that were not included in the training data. In Figure 5 this can be seen
from the fact that the fit hits all the data points, but no longer follows the roughly
guadratic curve of the underlying function. Overfitting can result from a model which is
too complex (in this example, a function where the degree of approximation) or from
too little training data. When it comes to overfitting, it is also said that the model has a
high variance because it has a wide degree of spread.
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10 10 10

Figure 5: A quadratic distribution of points with outliers (green) and related adjustment functions (orange).
Underfitting (left), good fit (middle) and overfitting (right).

The performance of Al-based systems that worked successfully during the development
phase may deteriorate over time in the application phase. This is caused not so much
by an intrinsic deterioration in the Al-based system itself (where the performance is
considered frozen), but instead by changes in the environment in which the Al-based
system is operating. This changing relationship between model and reality is known as
concept drift (Zliobaité, 2010). Drift can take different forms:

= Statistical distribution of data changes over time.

» The relationship between model input and output changes over time.

» The ground truth assumed at the outset, such as the designation or
selection of target values, changes.

This is why it plays a major role in testing the reliability of (frozen) Al-based systems
even after they have been developed.

2.1.2. Transparency of decisions

The transparency of decisions made by Al-based models depends heavily on the ML
approach chosen for the model. The ML approach determines whether an artificial
decision-making mechanism consists of a deep neural network or decision tree, and so
whether the model is less or more transparent. The transparency of a system can be
defined in terms of how easily it can be interpreted or explained. Ease of interpretation
or explanation are different terms in the context of artificial intelligence (Norvig &
Russell, 2021).

Models with high transparency are those whose internal structure makes it intuitively
clear why the model reaches the decisions it makes. One example of this is a decision
tree, because its simple if-then structure reflects the route to a decision in a way which
humans find easy to comprehend. The decision-making process can therefore be
understood without an external system. This is depicted schematically in Figure 6 on
the left.

By contrast, a deep neural network is not easy to interpret and therefore not
transparent (see Figure 6, on the right). Looking at its structure, a large number of
neurons can be seen (see pale blue dots in Figure 6, on the right), which are built up in
parallel in computing layers connected in series (see rows of pale blue dots in Figure 6,
on the right). Each neuron consists of an activation function and a weighting between
0 and 1 (as opposed to an if-then structure). The model and its decision-making are
therefore inaccessible to human understanding. In this case the model is called a black
box. Ease of explanation can be introduced using an external module. For instance, in
the example of visual ship recognition, a module might be used that marks features it
considers typical of an object of the type “ship”. The research field that deals with the
ease of explanation of Al is referred to as Explainable Al (Samek & Mdiller, 2019).
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Figure 6: Distinction between ease of interpretation and explanation in Al models. This example shows a
decision tree (left) and a deep neural network (right). In order to make the neural network transparent, an
external additional module is required to compare inputs/outputs (orange box).

Weller introduces the concept of transparency, which meaning depends on which
group of people encounter the Al-based system under consideration (Weller, 2019).
Transparency means something different to manufacturers than to regulatory bodies.
The former is interested, for instance, in how the neurons within a CNN contribute to
the classification of certain objects. The interest of the latter, however, should focus
particularly on checking the accuracy of decisions made by an Al-based system. Put
simply, manufacturers are attempting to answer the question “how”, and regulatory
bodies are attempting to answer the question “whether”. This means that Explainable
Al, which deals with the question of “how”, is not considered or pursued as a possible
solution in this study.

2.2. Semi-autonomous Surface Ships

Maritime autonomous surface ships, known as MASS, are ships which, to a varying
degree, can operate independent of human interaction. Operation includes not only
the sub-tasks of ship operation such as monitoring the engines, situation awareness or
navigating, but also the full task of safe ship navigation.

The term autonomous does not describe self-determination by the system in the true
sense of the word, but rather the automation of operating processes (Etzkorn, 2022).

Studies by the International Maritime Organization (IMO) have determined that semi-
and fully autonomous surface ships can be divided into four degrees of autonomy
(IMO, 2022), as shown in Table 2. The point of this subdivision is to categorize
developments in the MASS sector and identify challenges in the certification and
operation of MASS.
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Table 2: Degrees of autonomy per IMO studies as part of the IMO Scoping Exercise.

Degree of Meaning

autonomy

1 Ship with automated processes and decision support:
Seafarers are present on board to operate and control systems and
functions. Some processes are automated and unsupervised, but
humans can intervene at any time.

2 Remotely controlled ship with seatarers on board:
The ship is controlled and operated from a separate location. Seafarers
are on board to take control and monitor the systems and functions.

3 Remotely controlled ship with seafarers on board:
The ship is controlled and operated from a separate location. There are
no seafarers on board.

4 Fully autonomous ship:

The ship’s operating system can make its own decisions and determine
its own actions.

This study focuses on semi-autonomous surface ships, meaning ships equipped with
autonomous systems or where certain processes are replaced by automatic decision-
making systems. Remotely controlled systems were not included in this study.
Consequently, this study focuses on ships and ship technologies for autonomy levels 1
and 4 per the IMO.

The study looks at individual systems with domain-specific tasks, so simplifying the
design of verification processes. As part of the study, complex Al-based systems are
broken down into their component parts and verified separately. The verification and
Safety Guideline further aims to develop broadly applicable processes, regardless of the
degree of autonomy, which can be transferred to individual Al-based systems as well as
to a larger collection of Al-based systems.

Fraunhofer-Center for Maritime VerifAl German Federal Maritime and Hydrographic Agency
Logistics and Services CML (Bundesamt fur Seeschifffahrt und Hydrographie)

19



3. Verification and Certification Systems

According to the International Convention for the Safety of Life at Sea (SOLAS), placing
new kinds of component parts for ships on the market (marine equipment) requires the
function of the device itself to be tested and certified, along with the manufacturing
process and operation of the equipment on board the ship. Thorough verification is
required to ensure operational safety of these systems, especially when it concerns
approving systems intended to autonomize processes on board ships. This section
explains the processes needed for verification and approving system parts and reveals
the limitations of existing procedures.

3.1. EU conformity assessment procedure

Verifying the safety of marine equipment in the European Union (EU) is carried out by
notified bodies in accordance with the Marine Equipment Directive (MED) through a
conformity assessment procedure. Notified bodies are institutions accredited by
national authorities and mandated to carry out verification procedures. Ensuring
conformity of products to be placed on the market in the EU covers design,
construction and performance. The EU has set out the conformity assessment
procedure and the various conformity assessment modules and options as part of the
Marine Equipment Regulations (Europaisches Parlament und Rat der Europaischen
Union, 2014).

Broadly speaking, the conformity assessment procedure can be divided into two
verification options depending on the manufacture method, which can sometimes be
subdivided into more advanced modules. The modules shown in Figure 7 are explained
in the following sections and considered in terms of their objectives.

Conformity assessment application by the manufacturer

4 4

Module B: EC type-examination

Module G:
Unit
Module F: verification
Product
verification

Audit of the quality assurance systems

Module D:
Production-
quality
assurance

Module E:
Product-quality
assurance

Issuing the declaration of conformity and labelling with the wheel mark

Figure 7: Conformity assessment procedure under the MED.

Where a product is manufactured in series or in mass, an EC type-examination (module
B) (EC stands for European Community) is required, as well as one of the following
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conformity assessment modules, depending on the manufacturer and type of product
(Europaisches Parlament und Rat der Europaischen Union, 2014):

*  Production-quality assurance (module D)
*  Product-quality assurance (module E)
»  Product verification (module F)

Where a product is not manufactured in series or in mass, but either individually or in
small quantities, safety and quality are inspected with an EC unit verification (module
G) (Europaisches Parlament und Rat der Europaischen Union, 2014).

3.1.1. Module B - EC type-examination

The type examination examines the technical design of marine equipment for safety
and conformity. The aim of this examination is to ensure the adequacy of the technical
design, compliance of the sample with the technical documentation, and conformity
with existing standards and guidelines.

The examination can be carried out on representative samples of either the end
product or on one or more major parts of the product. The second option also requires
an assessment of the adequacy of the technical design based on technical
documentation and evidence (Europaisches Parlament und Rat der Europaischen Union,
2014).

3.1.2. Module D - Production-quality assurance

Module D examines the quality assurance system of the production process for
conformity to international instruments and standards. The system to be inspected
must ensure both conformity of the products with the design previously examined in
Module B and the quality objectives applying to the products manufactured,
throughout the entire production process. To ensure this, product quality is inspected
before, during and after production (Europaisches Parlament und Rat der Europaischen
Union, 2014).

3.1.3. Module E - Product-quality assurance

For conformity assessment module E, conformity is examined by inspecting the
product’s quality assurance system. As in module D, the system to be inspected must
ensure compliance of the products with the design examined in Module B. It must also
ensure that the products achieve the product quality objectives at the end of the
production process. To ensure this, the product quality is inspected once final
production has been approved. (Europaisches Parlament und Rat der Europaischen
Union, 2014).

3.1.4. Module F - Product verification

For conformity assessment module F, individual products are checked for conformity by
the notified bodies following the production process. To do this, the manufacturer
must first ensure that the products comply with the design checked in module B and
that the requirements for the manufacturing process comply. In a further stage, the
manufacturer can choose between a verification method based on verifying every
product, and testing on a statistical basis. Where the latter is chosen, every batch
produced must be consistent (Europaisches Parlament und Rat der Europaischen Union,
2014).
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3.1.5. Module G - Unit verification

Where a product is manufactured individually or in small quantities, it is tested
individually under module G as part of the conformity assessment procedure. In a first
stage, the supporting technical documents must be examined for conformity with
existing standards and directives, and design calculations and tests must be carried out.
In a further stage, individual products are checked against previously defined
requirements (Europaisches Parlament und Rat der Europaischen Union, 2014).

3.2. Implementing regulation

Besides the MED, which specifies the conformity assessment procedure, the European
Commission has published the Implementing Regulation (Europaische Kommission,
2022). This specifies the various design, construction and performance requirements as
well as the verification standards for marine equipment. The different equipment is
classified and published in the following nine categories (Europaische Kommission,
2022):

Life-saving appliances

Marine pollution prevention equipment

Fire protection equipment

Navigation equipment

Radiocommunication equipment

Equipment required under the 1972 Collision Prevention Regulations
(COLREGS)

Other safety equipment

SOLAS Chapter II-1 equipment

9. Equipment for which the set of standards for MED certification is not
complete

ok WwN =

o N

If marine equipment can be classified under categories 1 to 8 and no standards and
requirements required by the IMO are available or appropriate, it is classified under
category 9. (Europaische Kommission, 2022).

3.3. National certification

National certification can be granted for marine equipment that is subject to
certification under German legislation and for which there are no internationally
harmonized requirements. This certification must be recognized by other European
member states where the guaranteed level of safety complies with the rules of the
respective nation (Bundesamt fur Schifffahrt und Hydrographie, 2022).

3.4. Inadequacies in the identified standards and guidelines

In order to certify Al-based systems on ships using the EU conformity assessment
procedure, it must first be established whether the various test elements do apply to
these systems. To do this, the current Implementing Regulation and verification
procedures are examined below for conformity with the requirements for Al-based
systems.

The current version of the Implementing Regulation (Europaische Kommission, 2022),
dating from 2021, does not include any procedures for verification of Al-based
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systems. There is no potential category for classifying such systems and no procedure
by which Al-based systems can be incorporated. Registration under the Implementing
Regulation calls for appropriate standards and specifications defining the necessary
requirements for such a system. Verification standards for an EU conformity assessment
procedure can normally be established by different organizations (Europaisches
Parlament und Rat der Europaischen Union, 2014). The IMO is in particular responsible
for developing international standard regulation of autonomous and semi-autonomous
vessels (Danish Maritime Authority, 2018).

In order to lay the foundations of a regulatory framework for Al-based systems, the
IMO has established a road map for developing one. Consequently, an international
regulatory framework for MASS (maritime autonomous surface ships) is set to be
introduced in 2028 (IMO, 2022). At the national level, an initial review of the DIN
standards currently in force reveals that although there are isolated standards,
specifications and draft standards (DIN-SPEC), these do not define the requirements for
an Al-based system in a model-agnostic manner. After reviewing all the documentation
evaluated as part of the study, it was found that existing DIN standards apply to
specific individual cases and do not currently allow general certification.

Besides standards and specifications, suitable tools are required within a verification
procedure for certification. An investigation into the EU conformity assessment
procedure shows that the verification modules set out above cannot be used for
certification because the verification methods and tools these use turn out to be
unsuitable. Al-based systems are not covered by a type examination (module B) nor
within the product quality and quality assurance procedures (modules D, E, F) or the
currently defined methods for unit verification (module G) (Europaisches Parlament und
Rat der Europaischen Union, 2014). This applies to all existing modules and relevant
regulations. This means that Al-based systems based on Cl models (see section 2.1)
cannot be reviewed against existing verification procedures.

There is therefore an urgent need for action to develop dedicated processes which
examine the performance of Al-based systems to ensure they are functioning correctly.
In order to include new verification procedures, the existing conformity assessment
procedure should be expanded to include an additional module specifically designed
for Al-based systems, in order to be able to verify Al-based systems using existing and
future procedures. One possible extension to the MED conformity assessment
procedure is set out in Figure 8.
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Figure 8: Introduction of module K in the conformity assessment procedure under the MED.

The proposed conformity assessment module K closes the current regulatory gap for
certification of Al-based systems specifically in the maritime sector. The recommended
text of this conformity assessment module was devised as part of this study and can be
found in the Verification Guideline in section 6.

Alongside this approach, the European Union is currently developing a more general
proposal for the certification of Al-based systems. In order to anticipate the potential
changes arising from adopting this proposed legal framework, this will be examined in
more detail in the following subsection.

3.5. EU reqgulatory framework proposal on artificial
intelligence

The proposal for a regulatory framework on artificial intelligence, also called the EU Al
Act, was tabled by the European Commission in April 2021 (Europaische Kommission,
2021). The four-level risk-based approach distinguishes between unacceptable, high,
low and minimal risk systems. The procedures proposed currently serve only as a draft
procedure for a future regulatory framework and may not reflect all future
requirements. It is reasonable to assume that the requirements already itemized will
essentially remain the same and should be taken into account for an initial draft of
conformity assessment procedures for semi-autonomous surface ships.

3.5.1. Risk-based classification

According to the proposed regulatory framework, Al-based systems with unacceptable
risks could effectively be banned in the European Union (EU). This risk category would
include practices which breach fundamental EU rights and values or have the potential
to be manipulative and exploitative.

One level down from this are high-risk systems. If the regulatory framework is adopted,
these would be subject to a conformity assessment procedure where the systems are
examined for compliance with various criteria. The proposed regulatory framework for
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high-risk systems and their use cases are explained in more detail in the following
subsection. Minimal or low risk Al-based systems would only be subject to a minimal
transparency requirement (Europaische Kommission, 2021).

3.5.2. High-risk Al-based systems

One key proposal in the EU Al Act is the regulation of high-risk systems. This concerns
Al-based systems that serve either as safety elements for products requiring prior
conformity assessment or otherwise affect fundamental EU rights. Since the MED
requires a conformity assessment for ship equipment, it can be assumed that it will be
classified as a high-risk system (Europaische Kommission, 2021).

The conformity assessment procedures for marine equipment with integrated Al-based
systems proposed in the EU Al Act as it currently stands would rely on two
assessments: an assessment of quality management and an assessment of the technical
documentation (Europaische Kommission, 2021).

Developers of high-risk Al-based systems would be required to set up a suitable quality
management system. This would need to be able to prove as part of the audit process
that it guarantees the quality and safety of the system over the entire life cycle. To
ensure quality, certain  minimum requirements for technical systems and
documentation must be met. These include, for example, procedures covering data
management, quality assurance, risk management or for reporting faults. In order to
check the quality management system is being applied and maintained effectively,
notified bodies might carry out regular audits (Europaische Kommission, 2021).

Besides the quality management system, developers would also have to provide
evidence of full technical documentation for conformity in the EU. This would include a
detailed description of all technical systems as well as all hardware and software
elements used or which provide support over the life cycle. The technical
documentation also requires a list of all harmonized standards and technical
specifications applied (Europaische Kommission, 2021).

Generally speaking, the two assessment procedures should ensure that the following
requirements are met (Europaische Kommission, 2021):

= A suitable risk management system that systematically identifies and
analyzes risks.

= A data governance and data management system that ensures high,
consistent data quality.

=  Full technical documentation.

= Mandatory recording of all processes and events.

= Transparent provision of information to users.

» Constant human oversight.

*= An appropriate level of accuracy, robustness and cybersecurity.

As the EU Al Act is only in draft form, it is possible that individual elements might
change during the legislative process. In order to be prepared for the extensive impact
of this legislation covering Al certification, this study assumes that the regulatory
framework will be adopted within the next few years.
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4. Market Analysis of Al-based Systems in a Maritime
Setting

As already set out in the preceding sections, there is at present no suitable procedure
for the audit of Al-based systems. As things stand, the safety of Al-based systems is
therefore in the hands of the companies and their internal processes that are not
publicly accessible. This current regulatory gap is becoming increasingly important as
the digitalization and autonomization of shipping progresses. Thanks to the increasing
number of technologies being placed on the market, the pressure on regulatory bodies
and competent authorities is building. The adoption of autonomization can be seen by
looking at the history of international patent applications in the MASS sector. Figure 9
shows the increasing volume of patent applications filed annually from 1990 to 2021.
This shows patent applications that can be found using the combination of the two
search terms “autonomous” and “ship”. The shape of the curve can be an indication
that the number of Al-assisted products placed on the market each year will continue
increase.

5000

4000

2000
1000 ‘
) e ..lllllllIIIIIIIII

1990 1995 2000 2005 2010 2015 2020
Year

w
k=3
(=]
o

Patent applications

Figure 9: Patent applications relating to MASS, 1990 to 2021. Extracted from “Google Patents” (Alphabet
Inc.).

With reference to the inadequacy of existing standardizations and certification
procedures as well as the lack of national and international processes and standards
identified in section 3.4, there is a need to establish appropriate verification and
certification processes. Particularly on the assumption that such an assessment
procedure guarantees the security protocols and mechanisms when implementing Al
algorithms, the pressure to develop useful guidelines for auditing Al-based systems in
the short term is growing.

In order to gain an understanding of which products require certification and what
such certification might look like, existing MASS products with Al support are identified
below and analyzed according to various criteria. The selection of criteria results from
the range of sensors, which is listed in the context of MASS-related developments and
publications and appears necessary for successful implementation. The market analysis
was carried out with a focus on semi-autonomous surface systems with the aim of
identifying the information needs of relevant systems and categorizing them. Once
identified, information needs are used to research existing standardizations of the data
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used with the aim of standardizing these within the framework of the verification and
Safety Guideline. The section ends by setting out a fictitious use case, which is used to
exemplify the verification and Safety Guideline.

4.1. Review and Analysis of Al-assisted Products

The following market analysis examines various Al-assisted products currently on the
market based on two key questions:

= Which data sources do the products use?
* What use cases do the products serve?

As part of the market analysis, 18 products from 16 different companies were
reviewed. Of these systems used in autonomy, 17 are installed on the ships themselves
and one on land. Depending on their purpose and use, the products reviewed differ in
their degree of autonomous aspects. The products reviewed range from simple,
camera-based berthing assistance to fully autonomous container ships. These are
manufactured by small, medium-sized and large companies from across the world. The
information gathered is based on the companies' product literature, which has been
examined to address the key questions mentioned.

Which data sources the products use and which use cases they serve is detailed below.
A detailed overview of the systems examined is provided in Appendix A.1. in Table 5
and Table 6.

4.1.1. Categorizing the Data Sources

The data sources identified for the systems examined can be classified based on the
sensors used. Categorization according to sensor technology helps by focusing on the
type and form of data that is captured and processed by the system.
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Table 3 below summarizes all sensor systems identified and, where available, references
to standardizations. To assess how useful these are for the development of maritime
Al-based systems, they are analyzed with a focus on existing standardization by the
IMO. This focused view allows an assessment of the extent to which existing sensors
can essentially already be used for maritime applications, and whether certification in
Al-based systems only needs to be sought with a view to the Al elements themselves.
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Table 3: Sensor systems for data sources from Al-based systems and their communication standards
identified in the market analysis. The abbreviations for these sensors are included in the list of
abbreviations at the beginning.

Data source sensors Performance requirements per IMO
AIS (IMO, 2015; ITU, 2014)

GNSS (IMO, 1995, 2001)

IMU/MRU (IMO, 2017)

Infra-red and RGB' camera systems No

LIDAR No

RADAR (IMO, 2004)

Depth gauges (IMO, 1971, 1998)

Weather sensors No

Of the sensors for which communication standards already exist, RADAR and AIS in
particular are often mentioned by manufacturers as part of the products. RGB camera
systems are used in all products reviewed, although they do not follow any
standardization. In particular, the use of camera systems and the resulting image-based
Al-based systems poses hurdles due to a lack of standardization in the maritime setting.
Al-based systems which rely on such sensors should be subject to additional verification
and certification compared to sensors with standardized information exchange. The
background to this is that standardization of information exchange can actually provide
information about the expected input and output data.

4.1.2. Use Case Analysis

In a first stage, evaluation of the use cases resulted in categorization into four groups
into which Al-based systems can be classified: identifying objects, predicting road user
behavior, route planning and situation awareness. Categorization helps to classify
product groups in terms of their basic data and to extract relevant information
requirements.

Object recognition using camera-based data is one application used in various forms in
all products reviewed. The objects can be obstacles, other ships or the coast. These
objects are sometimes identified using AlIS data and output for decision support. Object
recognition can also be useful as a system to help with berthing or unberthing, by
providing the ship’s command with relevant additional information collected previously.

In some products, the data collected and recognition of the objects detected are used
to predict the behavior of other ships. This prediction is used to avoid collisions and
evaluate the COLREGs.

' In this study, camera systems which use the visible color spectrum are referred to as RGB camera systems
(RGB stands for red, green and blue).
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For route planning, the position and speed of the ship plus other ships around it and
weather data are used to optimize route planning in terms of time or fuel
consumption.

As part of situation awareness, data is obtained about the ship in order to examine this
in more detail. To this end, other marine traffic or local weather conditions are
recognized using a wide range of sensors, then contextualized and merged for an
overall understanding.

What is important in terms of these use cases is a harmonized description of the
resulting data sets for individual use cases, such as a Maritime Perceived Environment
data set resulting from object detection. Al-based systems and also system verification
can only be split into modules if there is this harmonization (Burmeister et al., 2020).
Standard harmonization would also simplify the integration of multiple Al-based
systems and verifying such integrated systems.

4.2. Summary of the Market Analysis and Consequent Need
for Action

Looking at the state of development, there are clear differences in the scope,
specification and use of Al modules in product functionality. In terms of the study, the
market analysis helps identify basic information requirements and make appropriate
recommendations. However, product descriptions alone allow merely an initial
assessment of the extent to which the products being considered make use of Al
technology.

Judging by the annual increase in patent applications over the last two decades, it can
be inferred that the development of a Verification Guideline is currently very important
and constitutes a prospective step towards market readiness for many manufacturers.
In particular, the variety of Al-based systems identified as part of the market analysis
suggests a large number of different technologies need to be examined.

In order to be able to cover the large number of different systems, it is worth designing
verification procedures in a model-agnostic manner. It therefore follows that a generic
view of Al-based systems and their applications and data sources is very important.
Furthermore, it is impossible to predict which future Al-based systems will be used in
MASS. These still unknown technologies could also be covered by a model-agnostic
approach. To this end, a verification procedure which takes an evidence-based
approach is proposed in the following sections, which focuses on processing input data
and the resulting output data for the Al-based system. This is primarily intended to
answer the question of “whether” the Al-based system works and not “how".

4.3. Fictious Al-based System as an Example Use Case

A fictious example use case is introduced below, used to explain the proposed
verification and Safety Guideline. The example is an image-based bearing sensor,
whose specifications can be found in the product data sheet listed below. The
explanations based on the example are framed in turquoise boxes and contain
supporting explanations of how the results of the study can be transferred to verifying
Al-based systems.
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Product description:

The image-based bearing sensor evaluates a camera image with a focus on
identifying and determining the orientation of ships in the area. The bearing is
displayed in graphic form on a screen above the camera data relative to the center
of the ship and provides an indication of this ship’s orientation after evaluating the
camera data.

Performance characteristics for the full system:
Recognizing 95% of all ships when all operational requirements are met.
Maximum level of faulty detection of non-ship objects at less than 5%.

Camera features:
= Color profile: RGB
= Field of vision: 122°
= Image orientation to the center of the ship: 000°
»= Focal length: 10 mm
= Image resolution: 2592 px x 1944 px
= Frame rate: 15 Hz

Operating requirements:
= Brightness: Daylight
=  Maximum roll angle: 5°
=  Maximum pitch angle: 3°
= Weather conditions: clear visibility (no precipitation, fog, spray, dust)
= |dentifiable types of ship: Cargo ships

Installation:
= 1 screen on the bridge.
= 1 camera on the foreship mast with nothing visibly obscuring the lens.

Input:
= Video feed from the installed camera.

Issue date:
= Camera feed with overlay.
» Ship’s bearing also displayed as a number in the overlay above the ships.
= Proprietary data stream in accordance with standard NMEA 0183 (DIN,
2011), similar to Radar Target Message.
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5. Integrating the Verification and Safety Guideline

The study proposes a Verification Guideline (see section 6) for the BSH and a Safety
Guideline (see section 7) for manufacturers. Both guidelines complement each other
and cannot be considered one without the other. This integration ensures that
procedures are already established in the Safety Guideline which prepare an Al-based
system for the best possible outcome when it comes to the Verification Guideline. This
means development and verification of the Al-based system can be pursued in a
targeted, efficient manner.

The Safety Guideline is aimed at manufacturers of Al-based systems and has the
following two objectives:

»  Ensure the verifiability of the system.
= Development of a sufficiently safe system with the prospect of passing the
audit.

It is required that manufacturers will not in fact only consider the Safety Guideline just
before the audit, but instead right from early development of the Al-based system. This
allows the foundations for a sufficiently safe Al-based system, capable of being
audited, to be laid at an early stage.

The Verification Guideline is aimed at the BSH and the following objectives are pursued
with regard to the Al-based system under consideration:

= Inspect that the information and safety technological functionalities

properly.
= Reliable certification of Al-based systems.

The partnership between manufacturer and audit authority in the verification process is
primarily expressed in the preparatory communications from manufacturer to audit
authority. Preparatory communication before audit is what links the Safety and
Verification Guidelines. This link is illustrated in simplified form in Figure 10.

Preparatory
@ communication
Manufacturer Audit authority
A Al system A c i
Safety Guideline modularized into Al Verification Guideline
components

« Ensuring the auditability
of the system

* Information and safety
technological verification

Descriptions of Al
components for
* Note on development of audit framework * Reliable approval

a safe system Data set description

Figure 10: Preparatory communication from manufacturer to audit authority.

For manufacturers, the content of this preparatory communication before audit derives
from the Safety Guideline. Preparatory communication essentially comprises the
following elements:
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» The Al-based system, which is being audited, split into Al modules' (see
section 7.1 subsection F1).

» A description of the Al modules with specifications to define the audit
framework (see section 7.1 subsection F2).

= A data specification for obtaining suitable test data (see section 7.3
subsection D2).

Pre-audit preparatory communication is vitally important for conducting any verification
and obtaining certification from the BSH.

This study considers only those Al-based systems where the Al model is frozen. The
reason for this is that the performance of non-frozen models may change after
verification and certification and so verification and certification would prove
meaningless.

The following is a basic introduction to the use of the Safety and Verification
Guideline and the communication between manufacturer and audit authority.
More detailed explanations can be found at the end of the sections on the Safety
Guideline (section 7) and Verification Guideline (section 6).

The manufacturer plans to develop a product that includes an Al-based system.
The product is an image-based bearing sensor. By taking the Safety Guideline into
account, the manufacturer is helped in two respects.

Using the Safety Guideline to develop a safe Al-based system

Firstly, recommendations are made which support development of the Al-based
system. The recommendations represent proven development practice and make
an Al-based system as safe as possible. The Safety Guideline focuses on data
quality. In the example of the image-based bearing sensor, mostly RGB image data
and AIS data are used. Accordingly, the data quality information refers to these
data sets. Following this recommendation improves the chances of the Al-based
system passing the verification and being certified.

Communication with the audit authority

Secondly, actions necessary to prepare for the audit are explained, which the
manufacturer must guarantee. Taking these actions ensures that the
manufacturer’'s Al-based system can be verified. The first action is splitting the Al-
based system into modules. The manufacturer would break it down into individual
Al modules which can be verfified. One Al module in the example use case might
be ship recognition in image data. As a second action, the manufacturer would
define all Al modules in terms of their scope of application, i.e. under which
conditions the ship recognition module needs to work. The final action would be
for the manufacturer to define those data sets on which the Al modules were
trained. In the example use case, the RGB image data set and the AIS data set
would need to be defined.

T Al modules are sub-units of the Al-based system to be tested which can be tested individually (see section
7.1 subsection F1).
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Using the Verification Guideline to reliably verify the Al-based system

An audit procedure is proposed to the audit authority, which permits a reliable
safety and information technological verification. In order to carry out the image-
based bearing sensor verification, the manufacturer must follow the preparatory
communication.

Firstly, this involves the Al-based system being submitted to the audit authority
broken down into modular form. The auditor is then able to audit the Al modules,
such as ship recognition, individually.

Secondly, the manufacturer submits the specifications for the Al modules to the
audit authority, from which the verification framework is derived. The verification
framework includes the operational domain for the Al modules and measurable
criteria for evaluating a successful verification.

Thirdly, a description of the data sets used is submitted to the audit authority. This
should show the audit authority what data can be used to verify the Al modules.
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6. Verification Guideline

The objective of this Verification Guideline is to use a sequence of audit steps to verify
Al-based systems in a model-agnostic manner in terms of whether the data and safety
features work properly, and to be able to approve them with confidence. The focus lies
in establishing “whether” and not “how"” an Al-based system works.

The sequential structure of the Verification Guideline is shown in Figure 11 and shows
the audit broken down into three sections (Preliminary Audit, Main Audit and Re-Audit)
and the audit steps. One audit step includes tasks to be performed by the audit
authority as part of the Verification Guideline. The sequential structure was chosen as
part of the study in order to separate out individual parts of the Verification Guideline
from a technical point of view and to provide the audit authority with guidelines which
are easy to follow and which inherently dictate the structure of the verification process.

Conformance of the definition of Al

7z Modularisation into Al-based system components

Preliminary Audit

B= Formalizing the operational design domain

Definition of audit metrics and success criteria

Compliance with applicable regulations

Data procurement process

Compliance of the success criteria

Necessity criteria of re-audit

ﬂ Necessity analysis of a re-audit
Scope determination of a re-audit

Figure 11: Verification Guideline with sections and steps.

Re-Audit

The audit sections (Preliminary Audit, Main Audit and Re-Audit) form a theme-based
structure in order to bundle together certain aspects of verifying Al-based systems and
combine them into specific audit steps. An audit step is the smallest unit of audit and
represents a specific technical task that must be carried out as part of verification and
certification of an Al-based system. Audit steps are carried out in sequence and each
one must be passed in terms of the task and its purpose. If any audit step cannot be
fully carried out within an audit step due to the Al-based system and any results of the
test, the test is considered not passed and rework by the manufacturer is necessary.
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6.1. Preliminary Audit

The preliminary audit includes audit steps to assess the need for this specific test of Al-
based systems. By using explicit differentiation, only systems that fall within the
definition of an Al-based system should be examined. Furthermore, the basic ability of
the Al-based system to be verified is established as part of the Preliminary Audit.
Establishing auditability is necessary so that the model-agnostic verification procedure
can be applied to the Al-based system.

P1 | Conformance of the definition of Al

Verifying the Al parts of an Al-based system separately was proposed by introducing
test module K (see Figure 8) into the verification and certification framework. To be
able to use existing processes effectively, the verification of an Al-based system must
begin by checking whether the system meets the definition of an Al-based system
within the scope of the study. Section 2.1 provides an overview of the spectrum of
these technologies and corresponding definitions. Al-based systems that make use of
the technology listed therefore meet the definition of Al and are considered in the
processes set out below. It should be noted that the definition of an Al-based system
may change over time due to ongoing developments.

Based on the described functionality, the scope of features in the example use case
of the image-based bearing sensor suggests a system that can be described as an
Al-based system in terms of this study. In view of current developments, it can be
assumed that recognition is based on a Cl approach (see section 2.1) in order to
recognize shapes in general that correspond to a ship. Similar approaches use
models that have been trained to recognize these using a large quantity of images
of ships. The system’s knowledge therefore does not consist in the symbolic
description of ships, but in mathematical image evaluation in order to recognize
known patterns and be able to assign these to known classes of objects.

P2 | Modularization into Al-based system components

Considering the variety of Al-based system architectures and the potential complexity
of these systems, holistic verifying is only possible in certain cases. It is also not practical
to verify Al-based systems using procedures specific to the architecture. Modularizing
the Al-based systems into specific components that solve specific tasks can be what
makes verification possible in the first place. This reduces complexity to the extent that
specifying the functionality and procedures relevant to the audit can be carried out one
component at a time.

In the context of the study, a system is considered modularized if the corresponding
number of outputs can be unambiguously ascribed to each set of inputs. Matching
input to output values forms the basis for evidence-based verifying of Al-based
systems. Figure 12 shows schematically modularization can be achieved by
unambiguously matching input and output data. Values E1 to E7 and A1 to A7
represent input and output values and K1 to K3 represent the system modules.
Modularization therefore happens in two stages. In the first stage, corresponding input
and output data streams for the Al-based system are split up and in the second stage
the Al-based system is modularized into Al components based on the classification of
the data stream.
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Division of datastreams Modularization of Al-based system

Figure 12: Breaking down Al-based systems into modules. | stands for input, O for output and C for system
component.

The full verification procedure uses the input, processing and output (IPO) principle to
carry out evidence-based verifying. Evidence-based here means that the system is
examined based on observation and evaluation of its (reproducible) performance. Only
the input and output data are known to the audit authority. In terms of the study, the
processing unit (Al component) is treated as a black box from a model-agnostic
perspective and no more detail is required. Treating it as a black box is both in the
interest of manufacturers to keep new technology under wraps and in the interest of
the audit authority to treat the large quantity of current and potential architectures not
individually, but as a whole, i.e. model-agnostic. Treating it as a white box would
complicate verification and certification and would only be possible for sAl models
anyway. With Cl models, processing is not comprehensible. By utilizing the IPO
principle in the verification of Al-based systems, this remains practical and scalable. In
the following, the unit to be verified will be referred to as an Al module.
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Separating the image-based bearing sensor out into a module depends on how far
individual mathematical processes have been integrated (recognition and
calculating the bearing).

To illustrate breaking down into modules, it is assumed that ship recognition and
bearing estimation are two separate modules and can be verified individually. The
manufacturer provides both modules with their input and output interfaces in an
executable environment.

The following diagram (Figure 13) represents the Al-based system broken down
into modules based on Figure 12.

01:
RGB camera image
with bounding box

11: Component 1:
RGB cameraimage Ship recognition

02:

Bearing indications in
NMEA data stream

12:
RGB camera image Component 2:
with bounding box Bearing estimation

(equals O1) -k

RGB camera image
with overlay of
bearing estimation

Figure 13: Possible breakdown into modules for example use case.

The ship recognition module reflects the technology responsible for identifying
ships in a continuous data stream of images at a resolution of 2592 px x 1944 px
and a frame rate of 15 Hz. Output is the RGB camera image, as well as a tagged
list of bounding boxes that were recognized by the module within the image.

The bearing estimation module receives the camera images and a list of bounding
boxes, which are converted into a list of bearings with orientation information in
degrees and also outputs a composition showing the images and bearing
information by means of a graphical interface. The module also generates a
NMEA-compliant data stream to make the sensor results accessible to other
systems.

It is essential for the audit authority to ensure that it is possible to use the modules
for the audit steps which follow, and to evaluate results by entering data in
accordance with the data description.
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P3 | Formalizing the operational design domain

In order to be able to delineate the functionality of an Al component and to set the
framework conditions for the main audit, the manufacturer must clearly specify the
framework conditions under which the Al component should function. This
delineation, defined as an operational design domain, specifies the variables to which
the functioning of the Al module can be restricted. The spectrum of values within
which the module receives inputs as defined by the manufacturer and generates
corresponding outputs is defined as the operating envelope. Accordingly, the module
can be used within this range of values. It cannot function outside this range of values
and should not produce any output in order to avoid unexpected decisions or actions.

Each Al module must fall within a defined operational design domain, which both
reflects the capacities of the Al module and creates sensible boundaries within the
scope of application for the Al module. So the operational design domain provides a
basis for the manufacturer’s data description, which includes the variables needed for
the main audit in order to be able to obtain data for verifying the Al module.

The operational design domain can be formalized using recognized methodologies and
should align with generally accepted forms. The operational design domain tool
originally came from the automotive industry and is used to describe potential areas of
application for (semi-) autonomous vehicles (Gyllenhammar et al., 2020). The
Operational Envelope concept is proposed for the maritime field, prospectively for
MASS. This is based on the Operational Design Domain. It also takes into account the
responsibilities and interfaces both within and between the realms of autonomization
and human operators (Rgdseth et al., 2022). Regardless of the method of formalization
chosen, the operational design domain should meet the following criteria to ensure an
Al module can be verified.

= For each Al component of an Al-based system the operational design
domain must be defined and provided.

» The operational design domain clearly defines and demarcates all input
values used within the Al component and defines fixed value ranges.

»  For each input value, it must be clearly defined whether and to what extent
it is used by the Al component, and which input values were assumed when
developing the component. Similarly, it must be clearly defined which values
are not allowed to be processed and how the component handles these.

» The outputs from the Al component should be defined in a similar way to
the input values. An approach based on the Maritime Perceived Environment
(Burmeister et al., 2020) might be useful here.

When designing a framework for formalizing and verifying operational design domains,
it is worth setting up a central database for operational design domains that have
already been verified. An open-access method for defining and generalizing
operational design domains introduced by the Association for Standardization of
Automation and Measuring Systems (ASAM, 2021) and based on the Operational
Design Domain can also be adapted for verifying Al-based systems in the maritime
sector. Grouping together operational design domains that have already been verified
enables the audit authority to identify common areas and take these into account as a
basis for future audit. Open access to such a database can be used by manufacturers of
Al-based systems as a standard when formalizing the operational design domain.

By splitting the image-based bearing sensor into two components, two operational
design domains must also be defined.
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The operational design domain for the ship recognition component is mainly
characterized by the technical operating requirements and is already largely
defined by these.

The operational design domain for the bearing component is based around a
dependency on the ship recognition component and its output data. So the
operational design domain needs to take into account any domain boundaries for
the output data provided by the ship recognition component.

P4 | Definition of audit metrics and success criteria

Once the operational design domain has passed this test, the audit authority must then
evaluate the audit metrics defined for the Al module and verify these in terms of the
intended function of the Al component. In this context, audit metrics means directly
measurable or indirectly determinable variables that are used to evaluate the output of
an Al component and make the results quantifiable and comparable.

Audit metrics must enable the output values from an Al component to be evaluated in
terms of quality of the output values. The intended functionality of the Al component
and so the form taken by the corresponding output values must be taken into account.
In the simplest scenario, output values can be quantitative values (e.g., non-discrete
numerical ranges, target category values or two-value logic statements) or those with
qualitative characteristics (e.g., recommended navigation action). Quantitative audit
metrics can, for example, be determined using various methods such as a confusion
matrix or measuring Euclidean distance to find the similarity between two numbers.

When defining the audit metrics, the manufacturer must also define success criteria for
the function of the Al component during the development process. Defining the
success criteria is related to the operational design domain and gives the audit
performance boundaries that must be adhered to by the Al component.

The following requirements should be met when defining success criteria:

= The audit metrics give the audit authority the opportunity to evaluate, by
looking at input and output values, whether the Al components works (as
well) as described by the manufacturer.

=  Where standards or norms for audit metrics and success criteria already exist
for similar Al components, then the success criteria specified by the
manufacturer may be equally or more critical.

It is recommended that the audit authority, in conjunction with other test institutions,
establish international standards or norms using appropriate audit metrics and success
criteria for Al components. This can mean less effort for manufacturers and regulatory
bodies alike. The manufacturer might use existing standards or norms and the audit
authority might introduce scalable verification procedures.

In the example use case, the audit metrics and associated success criteria are
divided between both Al components.

The ship recognition component should be assessable using audit metrics that
reflects the proportion of ships classified correctly and incorrectly. This can be
achieved, for example, by using a confusion matrix, as shown in Table 4, and
deriving variables from that (Navlani et al., 2021).
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Table 4: Example of a confusion matrix as the basis for audit metrics in the example use case.

True False
positives: negatives:
980 4
False True
positives: negatives:
1 265

The audit metrics for the bearing component are defined by the accuracy of the
estimated bearing from the image analysis and a reference from AIS or radar data.
The required accuracy should be checked against the manufacturer's specifications
or determined some other way. In the example use case, if the manufacturer has
not specified any criteria as to how high they feel the accuracy should be, a
sensible value should be assumed. In this case, it makes sense to define the
accuracy by checking against another device for determining bearing and
returning the bearing with a high degree of agreement.
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6.2. Main Audit

All audit stages carried out as part of the main audit focus on the actual examination of
the Al component of the Al-based system and determining whether it works properly.
This audit section includes investigation of legal compliance, creating a test data basis
for the verification, and verifying and evaluating according to defined audit metrics and
success criteria. Finally, conditions for a renewed audit (“re-audit”) are defined.

M1 | Compliance with applicable regulations

Due to the wide range of guidelines, standards and legal frameworks currently being
developed that deal with the regulation of Al-based systems, it is difficult to define a
fixed set of rules on which a Verification Guideline can be based. A review of the
detailed regulations (see section 3.5) shows how extensive and dynamic the draft
documents are and how differently they can affect the certification and operation of
Al-based systems.

An examination of existing regulations, i.e., documents that define Al (sub-)systems,
specify performance and standardize operating variables, can only be established in
theoretical terms as part of a Verification Guideline. Standards that relate to the
architecture and structure of Al-based systems and which fall within the definition
chosen in this study could provide contradictory statements and recommendations for
the certification and development of these systems. This might particularly be the case
with Al technologies that are already very advanced and have already been
experimentally approved in other sectors of industry. This includes image recognition
systems trained using a CNN (DIN, 2020).

The audit authority should therefore be able to include existing requirements in these
procedures and, if necessary, specify recommendations that vary from the audit steps
listed here. Actual separation requires a decision on a case-by-case basis and should
therefore be individually coordinated for each Al component that is affected by it.

From the audit authority’s perspective, it is crucial to constantly review new regulations
and adapt the verification procedure to these changes. Due to rapid pace of change in
the field, this process should be carried out regularly.

With the example use case, review of existing regulations applies mainly to the
output data in a format according to NMEA 0183 (DIN, 2011) as well as the
depiction of the graphic elements on the bridge (IHO, 2014).

M2 | Data procurement process

At the core of evidence-based verification of Al components lies the comparison of
input and output data against the operational design domain. By entering data that the
component does not recognize, the audit authority should be able to prove whether
the Al component is functioning properly.

Using a description of the input and output data from the manufacturer, the audit
authority must be able to enter data into the component in a form the component
expects. This description of the data, introduced as a definition of data as part of the
study, serves as a mechanism for formalizing the interaction between manufacturer
and audit authority. The aim is then to obtain the data independently. Possible ways for
the manufacturer to set up a data description are listed in section 7.3 subsection D2.
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When the manufacturer submits a data description, it must first be checked for
completeness as part of the certification process. In the first step, the audit authority
must ensure that the same variables are used in the data description and in the
formalized operational design domain. This ensures that, with reference to the
formalized operational design domain, it can be determined from which data space
new data must be obtained. If the audit authority determines at this stage that the
data description is incomplete or does not correspond to the variables from the
operational design domain, the verification procedure must be halted and the
manufacturer must amend the data description. Two possible scenarios were identified
for the data acquisition process, which require different actions on the part of the audit
authority:

= Data meeting the data description already exists: The first scenario assumes
that data for testing already exists and matches the manufacturer’s data
description. This applies particularly where a component with the same or
similar functionality has already been approved and the relevant data has
been obtained by the audit authority. This requires a database with valid
input data and matching operational design domains. It makes it easier to
compare components with the same function but different standard
application. In principle, storing data depending on the application, such as
by using operating envelopes, is recommended. Random, unstructured
creation of so-called “data dumps” is not to be encouraged.

= Data meeting the data description does not already exist: This scenario
requires obtaining data using data generation techniques, or using data
which is publicly or commercially available. Procedures for obtaining data
can be managed in-house by the audit authority or transferred to external
service providers. When obtaining the data, it must be ensured that it was
not also used by the manufacturer when developing the Al component.

Data generation is considered a promising process for data acquisition. Advantages are
as follows: Firstly, data is obtained that was not used by the manufacturer in
development, secondly, the possible amount and variety of data that can theoretically
be generated exceeds that of the data available elsewhere and, thirdly, generated data
can in fact be stored with target values (Nikolenko, 2021a). When generating data, a
fundamental distinction should be made between two paradigms: Data augmentation
and data synthesis. With data augmentation, new data is generated based on existing
data (Nikolenko, 2021b). This is achieved with image data, for instance, through
transformation processes (symmetrical operations such as reflections or rotations) or
through enrichment processes (additions to objects). With data synthesis, however,
totally new, i.e., artificial, data is generated. Both data augmentation and data
synthesis are in fact widely used. Data augmentation is used, for instance, with image
data that is supplemented by artificial objects (Ekbatani et al., 2017; Frid-Adar et al.,
2018). Data synthesis involves synthesizing image and video data from game engines
(Korakakis et al., 2018; Tsirikoglou et al., 2017) or other forms of data such as time
sequences (Zhang et al.,, 2018). Data synthesis can also be implemented using
declaration languages that can simulate any scenario. This means numerous scenarios
with specified variations can be generated at any time. The advantage of this approach
would be to avoid data dumps, because only the command sets for generating
scenarios would have to be saved, and not the resulting data set. The development and
implementation of this approach is currently the subject of research at Fraunhofer
CML.

With training models, it turns out that using a dataset expanded through data
augmentation improves model performance more than a purely synthetic dataset,
because an augmented dataset has greater variability (Seib et al., 2020). It is assumed
that testing with an augmented data set is more effective than with a purely synthetic
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or exclusively real-world data set. Published standards (see section 4.1.1) for the
targeted data sources can be helpful in data generation, as they can specify possible
formats and values for the data to be generated.

The audit authority is responsible making sure only data not used by the manufacturer
is used for this testing. Where the manufacturer has indicated that publicly or
commercially available data sets were used for training, the audit authority must ensure
that it does not use the same. The audit authority can ensure this by using data
synthesis or augmentation techniques, or more generally by not using open-access data
sets.

Once the data has been obtained, it must be checked in consultation with the
manufacturer to see if it corresponds to the manufacturer's expectations when
compared with the data description submitted. The process shown in Figure 14
provides a summary of how the coordination between audit authority and
manufacturer can be agreed when it comes to the data description.

The process proposed allows for interaction between audit authority and manufacturer
regarding two points. On the one hand, the manufacturer can improve the
completeness of the data description if the audit authority has identified shortfalls
compared to the operational design domain. A second check is performed after
obtaining sample data that corresponds to the manufacturer’s data description. This
step gives the manufacturer the opportunity to compare data generated by the audit
authority with in-house expectations and advise possible variations in order to make
adjustments to the data description if appropriate. Variations in the test data obtained
by the audit authority or manufacturer can, for example, be due to statistical
distribution, noise or more generally false assumptions (e.g., cognitive bias).

Checkingthe
completeness of the
data set description

Revision of the data set
description by manufacturer

Completeness
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Description

Procurement of test Fulfilling
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Figure 14: Iterative coordination for data procurement between audit authority and manufacturer.

Communication between manufacturer and audit authority when obtaining test data
based on a data description offers the possibility of detecting errors in the performance
of the Al component at an early stage. The manufacturer’s detailed description of the
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expected input and output data increases the expectation that any test data set has
been thoroughly explored in the development process. Furthermore, a strictly
formalized data description between manufacturer and audit authority has the
advantage that ambiguities or misunderstandings in the description of the data or
functionality of the component are kept to a minimum, as ambiguities and scope for
interpretation are avoided.

When it comes to the image-based bearing sensor, this data acquisition process
focuses on acquiring image data which corresponds to the characteristics of the
ship recognition component and reflects real-world images of ship-to-ship
situations.

Since such systems may be being verified for the first time, no data is available at
the time of verification and must be generated by the audit authority. This process
can be achieved either by proficient companies specializing in generating image
data digitally, or by building in-house expertise.

Current research results in the field of Al-assisted image generation can continue
to develop specialized support systems that enable the necessary data to be
generated. Systems such as the “DALL-E 2" Al model are currently demonstrating
great success in the programmed generation of realistic image data, which could
also fundamentally be used to generate data products to approve the example use
case. Examples of artificial image sequences (Figure 15, Figure 16 and Figure 17)
that were generated using DALL-E 2 are listed below (Ramesh et al., 2022).

Figure 15: Artificial images for the prompt “fleet of ships on the horizon”.

Figure 16: Artificial images for the prompt “fleet of ships on the horizon during a storm”.
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Figure 17: Artificial images for the prompt “ships on the horizon looking towards the camera”.

Obtaining the data necessary for the bearing component fundamentally depends
on the data used for the ship recognition component. When obtaining data for
testing the ship recognition component, care must be taken to take the
operational design domain of the bearing component into account. It should
basically be possible to test the systems separately. A combined test might be seen
as one way of accelerating the process and improving the efficiency of the
Verification Guideline.

M3 | Compliance of the success criteria

The principal aim of the audit procedure is to validate the success criteria that were
formalized by the manufacturer as part of the preliminary audit. This validation is
applied along the entire operational design domain. A check should be made outside
the operational design domain, to see whether the Al component is inactive as
expected. This step reflects the actual information and safety verification for the Al
component.

Data generated as part of the data acquisition process can be entered into the
components in the executable environment and the outputs recorded. Meeting
the success criteria depends on the degree to which the test results match the
manufacturer’s success criteria.

In the example use case, the number of correctly identified ships must be in the
range of 95% of the test data. Furthermore, no more than 5% of non-ships may
be incorrectly identified as ships. This must be guaranteed for all test data
generated regarding the operational design domain.

M4 | Necessity criteria of re-audit

If an Al component passes the audit, the audit authority must determine the conditions
for a re-audit (see subsection N1). The criteria qualifying for a re-audit can be time- or
event-based and apply to individual components. So, the need for a re-audit can be
determined one component at a time.

Examples of time-based re-audits include legally mandated periods during which the
function of the Al component must be re-audited. The reason here is that in the
Verification Guideline, frozen Al-based systems, more particularly their models, and the
operational design domain are viewed as unchanging. Over time, this can lead to drift
between the model and reality (see section 2.1.1). In order to be sure that the
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components are staying up to date, it is essential to test regularly for proper
functioning. For example, the EU Al Act mentioned in section 3.5 provides for periodic
conformity assessment for approved Al-based systems.

Event-based re-auditing, on the other hand, is predicated on direct changes to the Al
component and possible impact on operating safety. In particular, following software
updates or changes to the hardware, the audit authority must determine whether the
function of the Al component validated during the test has been affected.

The re-audit criteria are determined at the end of the verification process and are
determined regarding the operational design domain. The function of the example
use case fundamentally depends on the characteristics of the RGB camera. Any
change to this hardware component would lead to a re-audit.

The bearing component inherently depends on the characteristics of the ship
recognition component as well as the installation data used to estimate the
bearing. Design changes to the camera must also be considered when it comes to
the bearing components. These may be listed as a performance feature in the
product data sheet, but nevertheless lead to a re-audit.

If the ship recognition component is expanded to detect objects that were not
included in the original scope (such as sea marks or obstacles), the frozen model
can no longer be used and must be replaced with a new model. The new model
must be tested again to demonstrate that the functionality claimed for the new
classifications as well as the full previous spectrum of performance continue to be
valid (see section 2.1.1).

6.3. Re-Audit

The need for a re-audit may arise from internal changes to the Al-based system,
external changes in the operational design domain, or the timing of certification. The
needs assessment and scope determination are listed in the following subsections.

R1 | Necessity analysis of a re-audit

The audit authority must keep a list of all approved Al components to determine the
necessity for a re-audit. This is particularly necessary where the component can no
longer be guaranteed to operate reliably due to the occurrence of some external
influence (see section 6.2 subsection M4). Changes to the software need to be
reviewed thoroughly to see if the Al component needs to be tested again or if these
can be validated using simplified procedures before being installed on the component.

R2 | Scope determination of a re-audit

Once the need for a re-audit has been determined, the audit authority also needs to
determine the scope. Depending on the scope, the conditions for a re-audit specified
during certification mean that a single Al component, several (connected) Al
components or the entire Al-based system may have to go through the verification
procedure again.
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A re-audit is considered as passed once the required system outputs are met, the same
as for the success criteria set out in section 6.1. Whenever a re-audit is carried out or

the functionality of an Al component changes, the criteria for a re-audit must also be
reviewed and revised.
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7. Safety Guideline

The Safety Guideline is intended for manufacturers of the Al-based systems to be
audited and serves two aims:

= Making sure the system is auditable.
= Providing information used for development of a sufficiently safe system
with the prospect of passing the audit.

In order to achieve these two aims, the Safety Guideline was developed in alignment
with the Verification Guideline. The Safety Guideline consists of three sections, each
with individual steps, although the steps do not necessarily have to be followed in the
specified order. The sections and steps are set out below in Figure 18.

Modularization into Al-based system components

Formalization

Formalization of the operational design domain

Definition of audit metrics and success criteria

Regulations m Current and future requirements for Al-based systems

Compliance with data quality

Data and Model Description of the data set

Description of model functioning based on IPO pattern

Figure 18: Safety Guideline with sections and steps.

The first section, formalization, is intended to get an Al-based system ready for audit.
This includes steps whereby an Al-based system can be adequately described so that it
can be tested by the audit authority. To this end, the entire system is described one
component-by-component in terms of its operational design domain and expected
performance.

In the regulatory section, the manufacturer is shown how to deal with both the current
and prospective regulatory framework.

In the final section, Data and Model, steps are explained relating not only to data
quality but also to the description and reproducibility of system performance. For the
first of these, instructions are given for proper, qualitative processing of data during the
development process. For the other, common mathematical and technical methods are
listed, which make it possible to describe the data set used in development in a manner
easy to understand, as well as describe the performance of the Al model developed.
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7.1. Formalization

F1 | Modularization into Al-based system components

The manufacturer’s Al-based system is verified in modular form. For the manufacturer,
this means that an Al-based system must be adequately split into individual Al
components during preparations for the audit (see section 6.1). The manufacturer can
lay the foundations for this at an early stage by choosing a system architecture suitable
for verifying where the Al-based system is broken down into components.

For the manufacturer, verifying in modular form comes with the advantage that test
results for the system can be obtained one component-by-component. If improvements
to the system are required, these can be carried out specifically on the components
requiring improvement. The manufacturer can also carry out improvements on an
individual component independently, which the audit authority then also verifies
individually.

Ultimately, the unit under test will be referred to as an Al component.

The image-based bearing sensor is an Al-based system that can be broken down
into individual Al components by various functions. The audit authority would then
verify the Al components individually.

The manufacturer might break the Al-based system down into two Al components
as follows:

= Ship recognition component: Identifying ships using RGB image data.
= Bearing component: Estimating the ships bearings.

The manufacturer sends the Al-based system, modularized into Al components, to
the audit authority as part of the preparatory communication for the audit (see
section 5). One way of modularization is illustrated in Figure 13.

F2 | Formalization of the operational design domain

From the manufacturer’'s perspective, the operational design domain is the area of
application in which the Al component is intended to function. The manufacturer is
aware of the operational design domain for each Al component right from the
development stage. Specifically, this is the input or output data space which the Al
component can process or output as a result.

The formalized operational design domain is used by the audit authority to demarcate
the audit framework for the Al component. The operational design domain needs to be
formalized so that the audit authority can implement this as correctly and accurately as
possible.

Techniques for formalizing the operational design domain are set out in section 6.1
subsection P3.
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Both Al components as set out above must be formalized by the manufacturer in
terms of the operational design domain. Using the example of the ship recognition
component, the manufacturer must describe the image data used for development
and used in the application from both a technical and content perspective.

The technical perspective refers to RGB camera system variables such as image
resolution, focal length, field of view and similar properties. This is necessary so
that when auditing Al components, the same image technology is used as in the
application to reproduce image data that can be processed by the Al component.

The image content featuring in the application must also be described. This
includes the circumstances, such as the weather conditions when the picture was
taken. It can be seen from the product data sheet (see section 4.3) that the image-
based bearing sensor only works in daylight in clear visibility.

From the formalization of the operational design domain, the manufacturer can
see which images the image-based bearing sensor is given.

The manufacturer sends the operational design domain to the audit authority as
part of the preparatory communication for the audit (see section 5).

F3 | Definition of audit metrics and success criteria

In a final step in the formalization process, the manufacturer must submit audit metrics
and success criteria to the audit authority which can be used to assess Al component
output quality. In this respect, the manufacturer must propose a method for
measurement (audit metrics) as well as the standard to be attained (success criteria).
These are reviewed in conjunction with the audit authority to see whether they meet
the requirements of the audit authority. Where standards or norms for success criteria
already exist for similar Al components, then the success criteria specified by the
manufacturer may be equally or stricter. The audit metrics and success criteria must be
defined individually for each Al component.

When developing an Al model, the manufacturer should use measurement techniques
to measure and perfect the model’s performance. The choice of a suitable
measurement technigque depends primarily on the type of output. For instance, with
binary or multi-class classification problems, using a confusion matrix is appropriate
(Navlani et al., 2021).

The manufacturer should provide audit metrics and success criteria for each
component so that the audit authority can evaluate the performance of the Al
components and approve them if the results merit this.

The manufacturer can use a confusion matrix for the ship recognition component,
as it is a binary classification problem (Navlani et al., 2021). If an image includes a
sufficiently identifiable ship, then it must be successfully identified by the ship
recognition component. The manufacturer must specify success criteria which
must be met for the Al component to be considered functional in terms of safety
and information technology. The manufacturer would normally formulate these
parameters during development of this Al component for improvements to be
measurable.
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The manufacturer sends the audit metrics and success criteria to the audit
authority as part of the preparatory communication for the test (see section 5).

7.2. Regulations

R1 | Current and future requirements for Al-based systems

During the development process, the manufacturer is responsible for reviewing and
evaluating existing requirements for the selected architecture and operational design
domain. Where Al technology has been selected to solve a problem, several
requirements may exist that may have varying degrees of influence on the development
of an Al-based system.

Due to lack of standardization among Al-based systems and underlying architectures, a
detailed overview is only possible to a limited extent within the scope of this study. It is
essential to consult with the audit authority during the development phase regarding
which regulations currently apply to the verification procedure.

The manufacturer tests its Al-based system during development and preparations
for the audit to see whether it must comply with any regulations and if so which.

Because the output of the bearing component falls under NMEA 0183, the
manufacturer must comply with this (DIN, 2011). The manufacturer should also
monitor progress on implementation of the EU Al Act (Europaische Kommission,
2021), as this could have an impact on its product (see section 3.5.2) and keep up
to date with the guidelines for the development of deep learning image
recognition systems (DIN, 2020).

7.3. Data and Model

D1 | Compliance with data quality

Poor data quality generally manifests as missing, incomplete, inconsistent, inaccurate,
or duplicate data (DIN, 2020; Gudivada et al., 2017). Other types of poor data quality
can often be observed in machine learning specifically: the use of too many variables,
variables that are highly correlated with one another, or outliers in the data set.

Data quality is of major importance when it comes to machine learning. This is because
usable data represents the knowledge on which the Al model is trained (see section
2.1.1). If data quality is poor, problems such as high bias or high variance can arise,
which manifest themselves in the form of poor accuracy or precision. Figure 19 shows
these effects in simplified form using throws of a dart. Poor data quality can mean that
an Al-based system does not perform reliably, even if the machine learning methods
chosen are highly suitable and the rest of the development follows high quality
standards.
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Figure 19: Relationship between variance and precision as well as bias and accuracy as results of poor data
quality.

Maintaining and improving data quality using appropriate methods and controls is
referred to as data quality management (Gudivada et al., 2017). The implementation of
data quality management improves the chances that a functional Al-based system will
be developed, which will therefore successfully pass a test. Data quality management
can be implemented, for instance, using company- and industry-wide data standards or
standard processes to eliminate incongruities such as inconsistencies, inaccuracies or
outliers. Methods for implementing data quality management are considered in detail
in (Burkov, 2020; Gudivada et al., 2017).
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When developing the ship recognition component, the manufacturer should use a
variety of data sets to train the Al model to obtain a sufficiently large, holistic data
set. The manufacturer should check the merged data set for various factors and
then pose the following questions:

= s the statistical distribution of the image data for objects in the data set
for which the bearing is being calculated representative of the real-
world application?

= Does it contain only image data that is consistent with the operational
design domain (including clear visibility in daylight)?

= Has the image data been classified correctly?

Bearing in mind the above questions, the manufacturer adjusts the data set if
appropriate.

D2 | Description of the data set

The manufacturer uses one or more data sets when developing an Al-based system.
The manufacturer should already have sorted the data sets being used by
implementing data quality management, especially when training ML-based Al models.
Because, as mentioned above, data quality, as well as the training data set used, have a
significant impact on the performance of the Al models.

For the audit authority to be able to verify the performance of Al models, it must have
sufficient knowledge of the properties of the training data sets that it can obtain
suitable test data sets itself independently. The manufacturer should communicate
these properties of the data sets to the audit authority at an early stage as part of the
data description. In particular, the manufacturer must indicate if the training is taking
place on publicly or commercially available data sets.

The data description should provide a description of the data sets used in development
one component at a time. One way to describe a data set is illustrated below along
two axes of a matrix (see Figure 20) and briefly explained using an AIS data set as an
example. Data in a data set consists of one or more dimensions (horizontal row in
Figure 20). The dimensions represent static and dynamic variables in an AIS data set,
such as the ships’ MMSI numbers, their positions and the time stamp for the data
points. Each dimension can for instance be distinguished by dimension type (nominal,
ordinal or numeric) and, for numerical dimensions, a distinction can also be made
between discrete and continuous dimensions (Navlani et al., 2021). The possible values
for each dimension can be limited by specifying the possible range of values. The
relationships between dimensions must also be specified where these exist.

Fraunhofer-Center for Maritime VerifAl German Federal Maritime and Hydrographic Agency
Logistics and Services CML (Bundesamt fur Seeschifffahrt und Hydrographie)

54



Description of the data dimensions and their correlations
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Figure 20: Example illustrating data description using a matrix.

The various data in a data set are listed along the vertical columns. In the example with
the AIS data set, AIS position messages would be listed one below the other. A suitable
statistical distribution can be specified to describe the values observed for each
dimension, or a sample set can be provided for estimation purposes. If possible, the
relationship between the values should also be described, e.g., in time sequences.

For other techniques that can be applied when describing a data set, please refer to
descriptive statistics (Navlani et al., 2021).

The data description should be submitted to the audit authority together with sample
data. How the audit authority handles the data description and whether it is sufficiently
detailed is explained in section 6.1 in subsection V2.

The manufacturer should describe each data set used, which the audit authority
must reproduce. For image data used for ship recognition, the manufacturer has
an image data set based on Figure 20 and structured as follows.

Each dimension represents a unique image. In the same row, the image content is
described using additional dimensions and semantics. Additional dimensions might
include weather, water and light conditions. Another dimension contains the
image position data for ships in the vicinity and a corresponding dimension
contains the ship type names. Each row represents one image and the associated
description.

The manufacturer draws conclusions about the statistical distribution of the image
content by attempting to describe the statistical distribution of the individual
dimensions. One point of this attempts to answer the following question:

= Which ship types crop up, and how often?

= How many images show no ships at all?

= Do certain ship types crop up more or less frequently under certain
conditions?
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= Which weather, water and light conditions prevail, and how often?

The manufacturer works in a similar fashion for all the other data sets used for the
remaining Al components. Descriptions of the data sets are submitted to the audit
authority as part of the preliminary audit communication.

D3 | Description of model functioning based on IPO pattern

The manufacturer should provide a description of how the Al components function
within the model, so that the audit authority can investigate whether the existing Al-
based system is functioning (sufficiently) correctly in accordance with the
manufacturer’s specifications. The description of how the model functions can follow
the IPO principle outlined above (see section 6.1 subsection V2).

This description should make it clear which input values should lead to which output
values. This description should be sufficiently accurate so that the audit authority can
verify how the model functions in the operational design domain as described, and
measure and evaluate the accuracy one component-by-component according to the
defined audit metrics.

The manufacturer should describe how the model functions for its Al components.
The IPO principle is used for this, and to explain how the model functions based on
the expected outputs for various inputs.

For the ship recognition component, considerations should include what inputs
trigger ship recognition, and the need to recognize a ship. It follows from the
product data sheet (see section 4.3), for instance, that the image-based bearing
sensor and therefore also ship recognition only work in clear visibility in daylight.
The manufacturer describes this environment as the basic requirements for the
model to function properly.

Assuming the basic requirements are met, there are two cases that adequately
describe how the model performs. In the first type of input, no ship of sufficient
size appears in an image. Here, the ship recognition must not identify a ship
anywhere in the output. In the second case, one or more ships are of sufficient
size are visible. Each separate ship must be tagged in the output.

From this description of how the model performs for the ship recognition
component, the audit authority can see which output is to be expected for which
input. Based on this, the Al components can be tested for functionality.

Descriptions of how the model performs for each Al component are submitted to
the audit authority as part of the preliminary audit communication.
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8. Summary and Recommended Points of Action

The result of this study is a framework for verifying and certifying Al-based systems.
This section provides a summary of the most important interim results and resulting
recommended points of action for the BSH (highlighted in blue).

Putting the verification and certification procedures in a separate module K

Investigating the existing conformity assessment procedure for maritime equipment
reveals that there are no applicable procedures for verifying and certifying Al-based
systems (see section 3). Although the European Commission is making efforts to
approve Al-based systems (see the EU Al Act in section 3.5), no legally binding or
generally applicably procedures have yet been put forward.

Considering existing publications from the European Commission and procedures
in the MED, introducing a separate module into the current test and certification
procedure is recommended. It makes sense to put the verification and certification
procedures for Al-based systems developed in this study into this separate module
(see Module K in section 3.4). This enables the proposed verification procedure to
be included, without having to adapt the existing modules.

Standardizing information exchange between Al-based systems

The market analysis of existing and in-development Al-based products in the maritime
environment (see section 4) results in an list of data sources (see Table 5 in Appendix
A.1) and use cases (see Table 6 in Appendix A.1) for the products. Much use of camera
systems has been identified (see section 4.1.1). These require more detailed
consideration as there is currently no standard format for information exchange in the
maritime setting.

When testing and certifying Al-based systems, it is advisable to promote a
standard format for information exchange and data sources. Such standard
formats can significantly simplify and scale the testing process.

Introduction of a model-agnostic testing procedure

In order to integrate Module K into the existing testing process, this study presents a
way to organize the interaction between manufacturer and audit authority, which
serves as the basis for the safety and Verification Guidelines (see section 5). This
process of interaction describes the framework of communication between
manufacturer (Safety Guideline) and audit authority (Verification Guideline).

The entire testing process is an iterative process for testing an Al-based system step-by-
step. The test is based on an evidence-based review of input and output data, applying
the IPO pattern (see section 6.1 subsection V2). This procedure can be used equally
well for both sAl and Cl systems. The Verification Guideline is designed to be model-
agnostic and makes it possible to test proper function without having to understand
the functionality or architecture of the Al-based system. Breaking down the verification
procedure also makes it possible to verify an Al-based system step by step and so
integrate new procedures into the existing verification and certification system.
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To be able to test the large number of different Al-based systems in standard way,
and to ensure the future viability of the audit process, establishing a model-
agnostic verification process is recommended. The verification should focus on
determining “whether” rather than “how"” an Al-based system works.

Formalizing the operational design domains for Al-based systems

The plan proposed considers testing the proper functioning of an Al-based system on a
formalized operational design domain. Consequently, formalizing the input and output
data is proposed (see section 6.1 subsections V2 and V3). This can be achieved
uniformly using a method of standardized domain description, such as the operational
envelope. Based on this, the audit authority can at any time determine which test data
is required for the current application during a test and whether this is readily available.
This plan also sets out options for measuring (see audit metrics in section 6.1
subsection V4) and evaluating (see success criteria in section 6.1 subsection V4) the
proper functioning of an Al-based system (see section 6.1 subsection V4). These also
enable expectations for the functionality of an Al-based system to be communicated
from the audit authority to the manufacturer, as well as comparison with similar Al-
based systems.

To enable standard verification, comparison with similar products and scalability of
the audit processes, the use of standardized methods for formalization is
recommended, both when describing the operational design domain and when
measuring and evaluating functionality.

Building an automated data processing infrastructure

To scale and rapidly reproduce the verification process, development of an automated
data processing infrastructure is recommended. This infrastructure should be able to
obtain test data for (standardized) operational design domains, have it processed by
the Al model and finally return a result measured and evaluated in accordance with set
audit metrics and success criteria. Acquisition of test data, which represents the first
step in such a data processing infrastructure, can benefit immensely from the use of
formalized operational design domains and standardized domain descriptions (see
Operational Envelope in section 6.1 subsection V3). In addition, it is shown that
generating data (both through data augmentation and through data synthesis) is a
promising route for targeted data procurement (see section 6.2 subsection H2).
Standardized domain descriptions for the Al-based system and it being possible to
generate data at any time also avoid creating unwanted data dumps.

Technical implementation of the verification procedures should be carried out
using a data processing infrastructure which can be automated, to ensure
scalability and reproducibility. To this end, it is of fundamental importance to rely
on standardized methods of domain description for the Al products to automate
the data acquisition process. Furthermore, the use of synthetic or augmented data
is @ promising way to obtain the necessary test data independently at any time
without creating data dumps in the long term. A further advantage of using
synthetic (or augmented) test data is that the audit authority can generate data
that was not used by the manufacturer during development.

Fraunhofer-Center for Maritime VerifAl German Federal Maritime and Hydrographic Agency
Logistics and Services CML (Bundesamt fur Seeschifffahrt und Hydrographie)

58



Considering the variability of Al-based systems and their operational design
domains

This study only considers frozen Al models (see section 2.1.1), meaning those where
the performance of the model does not change through interaction with the
environment. It is still possible that the Al-based system will perform in an unexpected,
non-tested way in time (see drift in section 2.1.1), not only due to the simple evolution
of Al-based systems (such as through updates) but also due to changes in the
operational design domain for the Al-based systems (relating to ship recognition
systems, like when the appearance of ships evolves). Therefore, the requirements for a
re-audit are set out (see section 6.3). Regarding the modularization of an Al-based
system into components as described, the conditions exist to develop Al-based systems
further module by module, and to integrate these changes into a previously tested Al-
based system without having to go through the entire testing process on the entire
system all over again.

Finally, it is recommended that the BSH at first implements the proposed model-
agnostic verification and Safety Guideline into verification procedures for a simple
operational design domain. Introducing measurement and performance standards
as soon as possible is recommended, so that the verification procedure can be
scaled and implemented right from an early stage. This gives manufacturers an
expectation and offers comparability between Al-based systems within an
operational design domain. Finally, it must be emphasized that it can be expected
that a suitable data processing infrastructure will in particular significantly improve
the feasibility, scalability and future viability of the verification procedures.
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A  Appendix

A.1. Results of the Market Analysis

Table 5: Companies or products reviewed in the market analysis and their data sources.

Weather

Company/product Sources RGB |Infra-red |LIDAR/RA| IMUMR GNSS AlIS data/ Dept‘h
camera = camera DAR U sounding
sensors
C’B'B Ability Marine Pilot (ABB, 2018) X X X X X X
ision
Avikus AIBOAT (Avikus, a) X X X X
Avikus HINAS (Avikus, b) X X X X X
Captain Al (Captain Al, 2022) X X X X
Kongsberg Situation (Kongsberg,
Awareness 2022) X X X X X
Kongsberg Maritime (Kongsberg,
Autonomous Shipping 2019) X X X X X
Marine Al Guardian (Marine Al Ltd,
Autonomy 2022) X X X X
Mayflower Autonomous (Mayflower
Shio' Autonomous X X X X X X X
P Ship, 2022)
Orca Al (Orca Al, 2022) X X
Oscar (BSB Al, 2022) X X X X
(Wang et al.,
Roboat 2020) X X X X
Saildrone (aildrone Inc., X X X X X X
2022)
. (Sea Machines
Sea Machines SM300 Robotics, 2022) X X X X X X
Seadronix AVISS (Seadronix, 2022) X
Seafar (Seafar NV, 2022) X X X X X
SVessel Samsung Heavy  (Samsung Heavy
! . X X
Industries Industries)
Wartsila Voyage (Wartsila, 2022)  x X X X X X X
Autonomy Solutions
(Kongsberg,
. 2017,
1 '
Yara Birkeland Skredderberget, X X X X X X
2018)
T Combines Al-based products as a system integrator.
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Table 6: Companies or products reviewed in the market analysis and their applications.

- Obstacle . Docking and
Collision Ship Route
Company/product . and coast " . cast-off
avoidance " recognition planning
recognition support
ABB Ability Marine ' N . X
Pilot Vision
Avikus AIBOAT X X X X X
Avikus HINAS X X
Captain Al X X X
Kongsberg Situation
X X X

Awareness
Kongsberg Maritime X X X X
Autonomous Shipping
Marine Al Guardian

X X X X
Autonomy
Mayflower « « « «
Autonomous Ship'
Orca Al X X X
Oscar X X X
Roboat X X X
Saildrone X X X X
Sea Machines SM300 X X X
Seadronix AVISS X X X
Seafar X X X X
SVessel Samsung «
Heavy Industries
Wartsila Voyage X X
Autonomy Solutions
Yara Birkeland' X X X X X

T Combines Al-based products as a system integrator.
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